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Data Protection Policy 

Effective: June 2026 | Review: June 2027 

1. Introduction 

This Policy sets out the obligations of Ovio Solutions (the “Company”) regarding data protection and the rights of data 
subjects in respect of their personal data under the UK General Data Protection Regulation (“UK GDPR”) and the Data 
Protection Act 2018 (“DPA 2018”). 

UK GDPR and the DPA 2018 define “personal data” as any information relating to an identified or identifiable natural 
person. An identifiable natural person is one who can be identified, directly or indirectly, by reference to an identifier 
such as a name, identification number, location data, online identifier, or to one or more factors specific to that 
person’s physical, physiological, genetic, mental, economic, cultural, or social identity. 

This Policy sets out the Company’s obligations regarding the collection, processing, transfer, storage, and disposal of 
personal data. The procedures and principles set out in this Policy must be followed by the Company, its employees, 
agents, contractors, suppliers, and any other parties working on behalf of the Company. 

The Company is committed to the correct, lawful, secure, and fair handling of all personal data, and to respecting the 
legal rights, privacy, and trust of all individuals with whom it deals. This includes workers, employees, agency 
contacts, clients, suppliers, contractors, and other business contacts. 

 

1.1 Scope of Policy 

This Policy applies to personal data processed by Ovio Solutions in relation to employees, workers, contractors, 
consultants, volunteers, interns, apprentices, job applicants, former employees, agency contacts, clients, suppliers 
and other business contacts. 

This Policy should be read alongside any applicable privacy notice, Employee Privacy Notice, Data Retention Policy, 
IT/security policies and other data protection-related policies. 

This Policy does not form part of any contract of employment, engagement, assignment or services agreement and 
may be amended from time to time. 

All employees and individuals working for or on behalf of the Company must comply with this Policy. Any failure to 
follow this Policy may result in disciplinary action, termination of engagement or other appropriate action. 

 

1.2 Key Definitions 

Data Controller: The person or organisation that determines how and why personal data is processed. Depending on 
the circumstances, this will usually be Ovio Solutions. 

Data Processor: A person or organisation that processes personal data on behalf of a data controller and only on that 
controller’s documented instructions. 

Data Subject: The living individual to whom the personal data relates. 
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Authorised Users: Individuals who are permitted to access or handle personal data for authorised business purposes 
only. 

Special Category Data: More sensitive personal data, including information about health, racial or ethnic origin, 
political opinions, religious or philosophical beliefs, trade union membership, sex life or sexual orientation, genetic 
data and biometric data used for identification. 

Criminal Offence Data: Information about criminal convictions, offences, allegations, proceedings or related security 
measures. 

Processing: Any operation performed on personal data, including collecting, recording, organising, storing, using, 
disclosing, altering, retrieving, erasing or destroying it. 

Disclosure: Sharing, transferring or otherwise making personal data available to another person or organisation. 

 

2. The Data Protection Principles 

This Policy aims to ensure compliance with UK GDPR and the DPA 2018. All personal data must be: 

2.1 Processed lawfully, fairly, and in a transparent manner in relation to the data subject. 

2.2 Collected for specified, explicit, and legitimate purposes and not further processed in a manner that is 
incompatible with those purposes. 

2.3 Adequate, relevant, and limited to what is necessary in relation to the purposes for which it is processed. 

2.4 Accurate and, where necessary, kept up to date. Every reasonable step must be taken to ensure inaccurate 
personal data is erased or rectified without delay. 

2.5 Kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for 
which the personal data is processed. 

2.6 Processed in a manner that ensures appropriate security, including protection against unauthorised or unlawful 
processing and against accidental loss, destruction, or damage. 

 

3. The Rights of Data Subjects 

UK GDPR and the DPA 2018 set out the following rights applicable to data subjects: 

3.1 The right to be informed. 

3.2 The right of access. 

3.3 The right to rectification. 

3.4 The right to erasure, also known as the right to be forgotten. 

3.5 The right to restrict processing. 

3.6 The right to data portability. 

3.7 The right to object. 

3.8 Rights in relation to automated decision-making and profiling. 
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4. Lawful, Fair, and Transparent Data Processing 

The Company will only process personal data where it has a lawful basis to do so. Processing will be lawful where at 
least one of the following applies: 

4.1.1 The data subject has given consent to the processing of their personal data for one or more specific 
purposes. 

4.1.2 The processing is necessary for the performance of a contract with the data subject, or to take steps at the 
request of the data subject before entering into a contract. 

4.1.3 The processing is necessary for compliance with a legal obligation to which the Company is subject. 

4.1.4 The processing is necessary to protect the vital interests of the data subject or another natural person. 

4.1.5 The processing is necessary for the performance of a task carried out in the public interest or in the exercise 
of official authority. 

4.1.6 The processing is necessary for the purposes of the legitimate interests pursued by the Company or a third 
party, except where overridden by the rights and freedoms of the data subject. 

Where the Company processes special category data, such as health information, biometric information used for 
identification, or other sensitive information, it will only do so where a lawful basis under Article 6 UK GDPR and a 
condition under Article 9 UK GDPR applies. Where required, the Company will also rely on an appropriate condition 
under Schedule 1 of the DPA 2018 and maintain any necessary safeguards, including an Appropriate Policy 
Document where required. 

 

5. Specified, Explicit, and Legitimate Purposes 

The Company collects and processes personal data for specific, explicit, and legitimate purposes connected with its 
business operations, including onboarding, payroll, employment, right to work checks, pension administration, 
statutory payments, contractual administration, client and agency management, compliance, audit, finance, 
marketing, and service delivery. 

Personal data may be collected directly from data subjects or obtained from third parties such as recruitment 
agencies, clients, payroll providers, identity verification providers, pension providers, compliance platforms, HMRC, 
or other service providers where appropriate. 

 

6. Adequate, Relevant, and Limited Data Processing 

The Company will only collect and process personal data that is adequate, relevant, and limited to what is necessary 
for the purpose for which it is processed. Employees must not collect or retain personal data simply because it may 
be useful in the future. 

 

7. Accuracy of Data and Keeping Data Up-to-Date 

7.1 The Company shall take reasonable steps to ensure that personal data collected, processed, and held by it is 
accurate and, where necessary, kept up to date. 

7.2 Where personal data is found to be inaccurate or out of date, all reasonable steps will be taken without delay to 
amend, correct, or erase that data, as appropriate. 
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8. Data Retention 

8.1 The Company shall not keep personal data for any longer than is necessary in light of the purpose or purposes for 
which it was collected, held, and processed. 

8.2 When personal data is no longer required, reasonable steps will be taken to erase, anonymise, or otherwise 
dispose of it securely. 

8.3 Further detail on retention periods should be read alongside the Company’s Data Retention Policy. 

 

9. Secure Processing 

The Company shall ensure that all personal data collected, held, and processed is kept secure and protected against 
unauthorised or unlawful processing, accidental loss, destruction, or damage. Appropriate technical and 
organisational measures must be used at all times. 

 

10. Accountability and Record-Keeping 

10.1 The Company’s data protection contact is the Data Protection Lead. Data protection queries and subject access 
requests should be sent to the Company’s designated data protection contact point. 

10.2 The Data Protection Lead is responsible for overseeing the implementation of this Policy and monitoring 
compliance with this Policy, the Company’s other data protection-related policies, UK GDPR, the DPA 2018, and 
other applicable data protection legislation. 

The Company shall keep appropriate written internal records of personal data collection, holding, and processing, 
including: 

10.3.1 The name and details of the Company, its data protection contact, and any applicable third-party data 
processors. 

10.3.2 The purposes for which the Company collects, holds, and processes personal data. 

10.3.3 The categories of personal data and categories of data subjects. 

10.3.4 Details of any transfers of personal data outside the UK, including safeguards. 

10.3.5 Details of retention periods, where applicable. 

10.3.6 Descriptions of technical and organisational measures used to keep personal data secure. 

 

11. Data Protection Impact Assessments 

The Company shall carry out Data Protection Impact Assessments where new projects, systems, processes, or uses 
of personal data are likely to result in a high risk to the rights and freedoms of data subjects. 

11.1 The types of personal data that will be collected, held, and processed. 

11.2 The purpose for which personal data will be used. 

11.3 How personal data will be used. 

11.4 The internal and external parties to be consulted. 

11.5 The necessity and proportionality of the processing. 

11.6 Risks posed to data subjects and to the Company. 
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11.7 Measures proposed to minimise and manage identified risks. 

 

12. Keeping Data Subjects Informed 

The Company shall provide data subjects with appropriate privacy information at the point their personal data is 
collected or, where personal data is obtained from a third party, within a reasonable period and in any event within 
one month, unless an exemption applies. 

The information provided should include the Company’s identity, the purposes and lawful basis for processing, 
relevant legitimate interests, categories of personal data, third-party recipients, international transfers, retention 
periods, data subject rights, the right to withdraw consent where applicable, the right to complain to the Information 
Commissioner’s Office, and details of any automated decision-making or profiling. 

 

13. Data Subject Access 

13.1 Data subjects may make subject access requests at any time to find out more about the personal data the 
Company holds about them, what it is doing with that personal data, and why. 

13.2 Subject access requests should be sent to the Company’s designated data protection contact point. 

13.3 Responses to subject access requests shall normally be made within one month of receipt. This may be 
extended by up to two months where a request is complex or where numerous requests are made. If additional time 
is required, the data subject shall be informed. 

13.4 The Company does not charge a fee for normal subject access requests but reserves the right to charge a 
reasonable fee or refuse to respond where a request is manifestly unfounded or excessive. 

13.5 Where a subject access request is made, the Company will normally confirm whether personal data is being 
processed and provide information about the purposes of processing, categories of personal data, recipients or 
categories of recipients, retention periods, data subject rights, complaint rights, the source of the data where it was 
not collected directly from the data subject, safeguards for any international transfer, and any automated decision-
making or profiling where applicable. 

13.6 The Company may require proof of identity before responding to a subject access request. The Company will 
inform the data subject if verification is required and what evidence is needed. 

13.7 Data subjects should, where possible, use the Data Subject Access Request form at Appendix 1. A request will 
not be rejected solely because the form has not been used, provided the request is clear and the Company can verify 
the identity of the requester. 

 

14. Rectification of Personal Data 

14.1 Data subjects have the right to require the Company to rectify personal data that is inaccurate or incomplete. 

14.2 The Company shall rectify the personal data, and inform the data subject where appropriate, within one month 
of the request. This period may be extended by up to two months for complex requests. 

14.3 Where affected personal data has been disclosed to third parties, those parties shall be informed of the 
rectification where appropriate and where it is possible to do so. 
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15. Erasure of Personal Data 

Data subjects may request that the Company erases personal data it holds about them where: 

15.1.1 It is no longer necessary for the Company to hold the personal data for the purpose for which it was 
collected or processed. 

15.1.2 The data subject withdraws consent where consent is the lawful basis for processing. 

15.1.3 The data subject objects to processing and there is no overriding legitimate ground for continuing the 
processing. 

15.1.4 The personal data has been processed unlawfully. 

15.1.5 The personal data must be erased to comply with a legal obligation. 

15.2 The Company may refuse an erasure request where it has a lawful reason to retain the data, including 
compliance with legal obligations, establishment or defence of legal claims, payroll, tax, audit, or regulatory 
requirements. 

 

16. Restriction of Personal Data Processing 

16.1 Data subjects may request that the Company restricts processing of their personal data in certain 
circumstances. 

16.2 If processing is restricted, the Company shall retain only the amount of personal data necessary to ensure that 
the data is not processed further, unless another lawful basis applies. 

 

17. Data Portability 

17.1 Where the right to data portability applies, data subjects may request a copy of their personal data in a 
structured, commonly used, and machine-readable format. 

17.2 Where technically feasible and legally appropriate, the Company may transmit the personal data directly to 
another controller at the data subject’s request. 

 

18. Objections to Personal Data Processing 

18.1 Data subjects have the right to object to processing based on legitimate interests, direct marketing, and 
processing for scientific, historical research, or statistical purposes. 

18.2 Where a data subject objects to processing based on legitimate interests, the Company shall stop processing 
unless it can demonstrate compelling legitimate grounds that override the interests, rights, and freedoms of the data 
subject, or the processing is necessary for legal claims. 

18.3 Where a data subject objects to direct marketing, the Company shall stop such processing immediately. 

 

 

 



 

Ovio Solutions | Data Protection Policy | June 2026 

18A. Exemptions and Limitations 

Data subject rights are subject to legal limitations and exemptions. Where permitted by law, the Company may 
withhold or restrict access to information, including information subject to legal professional privilege, information 
that would reveal the identity of another person without appropriate consent or lawful basis, confidential references, 
management forecasting or planning information, negotiation information, trade secrets, or information that must be 
retained for legal, payroll, tax, audit, regulatory or legal claims purposes. 

Where the Company relies on an exemption or limitation, it will apply it only to the extent necessary and will explain 
its position to the data subject where appropriate and lawful. 

 

19. Personal Data Collected, Held, and Processed 

The following table summarises the main categories of personal data that may be collected, held, and processed by 
the Company. This is not exhaustive and should be read alongside any applicable privacy notice and the Data 
Retention Policy. 

Data Ref. Type of Data Purpose of Data 

Personal details 

Name, address, contact details, date of 
birth, National Insurance number, UTR 
number, next of kin, emergency contact 
details. 

To identify and contact individuals, set 
up contractual arrangements, operate 
payroll, pension auto-enrolment, tax, 
compliance, and worker support 
processes. 

Payroll and financial details 

Bank details, pay rates, timesheets, 
deductions, tax codes, pension details, 
expenses, payslips, payment records, 
HMRC and CIS information. 

To process PAYE, umbrella, PEO, CIS, 
statutory payments, deductions, 
invoices, and financial reporting. 

Identity and right to work 

Passports, birth certificates, share 
codes, visas, biometric/residence 
information where applicable, identity 
verification results, liveness/selfie 
checks, and right to work evidence. 

To complete identity, right to work, 
onboarding, anti-fraud, and compliance 
checks. 

Employment and assignment details 

Contracts, assignment details, 
agency/client information, role, 
location, hours, AWR information, 
onboarding records, communications, 
and employment status records. 

To administer assignments, manage 
contractual obligations, support 
clients/agencies, and meet employment 
and compliance requirements. 

Security details 
Passwords, security questions, 
verification checks, system access 
records, call recordings, and audit logs. 

To protect accounts, authenticate 
individuals, maintain security, and 
investigate queries or incidents. 

Skills and work history 
CV, work experience, qualifications, 
certifications, training records, and role 
suitability information. 

To support onboarding, work finding, 
client requirements, compliance 
checks, and suitability for assignments. 

Special category or sensitive 
information 

Fit notes, medical certificates, health 
information relevant to statutory 
payments or adjustments, and other 
special category data where lawfully 
required. 

To administer statutory payments, 
sickness absence, workplace 
adjustments, legal obligations, and 
employment rights. 

Client, agency, and supplier contact 
data 

Business contact details, 
correspondence, meeting notes, CRM 
records, contracts, service records, and 
marketing preferences. 

To manage relationships, provide 
services, maintain records, issue 
communications, and comply with 
contractual and legal obligations. 
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20. Data Security - Transferring Personal Data and Communications 

20.1 Personal data must only be sent or shared using secure, authorised systems and approved communication 
channels. 

20.2 Emails containing personal data should be encrypted or password protected where appropriate, particularly 
where they contain sensitive, financial, identity, or high-risk information. 

20.3 Personal data must not be transmitted over unsecured networks or shared with unauthorised recipients. 

20.4 Employees must check recipients carefully before sending personal data and must avoid unnecessary sharing or 
forwarding of personal data. 

20.5 Hard copy personal data must be passed directly to the intended recipient or sent using an appropriate secure 
delivery method. 

20.6 Personal data transferred physically, whether in hard copy or on removable electronic media, must be clearly 
marked confidential and protected against unauthorised access. 

 

21. Data Security - Storage 

21.1 Electronic copies of personal data must be stored securely using approved systems, access controls, 
passwords, and encryption where appropriate. 

21.2 Hard copy personal data must be stored securely in a locked cabinet, drawer, room, or other secure location. 

21.3 Company systems containing personal data must be backed up and protected in accordance with the 
Company’s IT and business continuity arrangements. 

21.4 Personal data must not be stored on personal devices or unauthorised mobile devices. Any exception must be 
approved in advance by the Company’s Data Protection Lead or senior management. 

21.5 Personal data must not be transferred to devices or systems belonging to third parties unless appropriate 
contracts, safeguards, and security measures are in place. 

 

22. Data Security - Disposal 

When personal data is to be erased or otherwise disposed of, it must be securely deleted, shredded, anonymised, or 
otherwise disposed of in a way that prevents unauthorised access or recovery. Disposal must be carried out in 
accordance with the Data Retention Policy and any applicable legal or regulatory requirements. 

 

23. Data Security - Use of Personal Data 

23.1 Personal data must not be shared informally. Access must only be given where there is a genuine business need 
and an appropriate lawful basis. 

23.2 Personal data must not be transferred to employees, agents, contractors, suppliers, agencies, clients, or other 
third parties without appropriate authorisation. 

23.3 Personal data must be handled with care and must not be left unattended or visible to unauthorised persons. 

23.4 Computer screens must be locked when unattended. 

23.5 Where personal data is used for marketing, the Company must ensure that an appropriate lawful basis applies 
and that opt-outs, suppression lists, and marketing preferences are respected. 
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23.6 Individuals are responsible for helping the Company keep their personal data accurate and up to date, including 
notifying the Company promptly of changes such as address, contact details, bank details, next of kin or emergency 
contact details. 

23.7 Employees and other authorised users must access only the personal data they are authorised to access and 
only for authorised business purposes. 

23.8 Personal data must not be disclosed to anyone inside or outside the Company unless that person is authorised 
to receive it and there is a valid business reason and lawful basis for the disclosure. 

23.9 Personal data, or devices containing or capable of accessing personal data, must not be removed from 
Company premises or systems unless appropriate security measures are in place, such as encryption, password 
protection and secure storage. 

23.10 Personal data breaches or suspected breaches must be reported immediately in accordance with section 28 of 
this Policy. 

 

24. Data Security - IT Security 

24.1 Passwords must be strong, kept confidential, and not shared. Multi-factor authentication should be used where 
available and appropriate. 

24.2 Passwords must not be written down or shared between employees, agents, contractors, or other parties. 

24.3 Software, applications, operating systems, and security tools must be kept up to date. Security updates should 
be installed as soon as reasonably practicable. 

24.4 No unauthorised software, applications, extensions, or tools may be installed on Company devices or used to 
process Company personal data without prior approval. 

 

25. Organisational Measures 

25.1 All employees and relevant third parties shall be made aware of their responsibilities under UK GDPR, the DPA 
2018, and this Policy. 

25.2 Only those who need access to personal data to perform their duties shall have access to it. 

25.3 Employees handling personal data shall receive appropriate training and guidance. 

25.4 Employees handling personal data shall be appropriately supervised. 

25.5 Employees must exercise care, caution, and discretion when discussing matters relating to personal data. 

25.6 Methods of collecting, holding, and processing personal data shall be reviewed regularly. 

25.7 Personal data shall be reviewed periodically in accordance with the Data Retention Policy. 

25.8 Agents, contractors, suppliers, and other third parties processing personal data on behalf of the Company must 
be subject to appropriate contractual obligations and security requirements. 

25.9 Where a third party fails to meet its data protection obligations, the Company shall take appropriate action, 
which may include suspension of processing, termination of the relationship, or notification to affected parties or 
regulators where required. 
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26. Transferring Personal Data Outside the UK 

26.1 The Company may from time to time transfer, or allow remote access to, personal data outside the UK. 

26.2 Personal data must not be transferred outside the UK unless an appropriate safeguard or lawful transfer 
mechanism is in place. This may include adequacy regulations, international data transfer agreements, standard 
contractual clauses with UK addendum where appropriate, binding corporate rules, explicit informed consent, 
contractual necessity, public interest, legal claims, vital interests, or another lawful mechanism permitted by UK 
GDPR and the DPA 2018. 

26.3 The Company will ensure, where required, that data subjects have a level of protection essentially equivalent to 
that provided under UK data protection law. 

 

27. Sharing Personal Data with Third Parties 

27.1 The Company may share personal data with third parties where there is a lawful basis to do so. This may include 
sharing with agencies, clients, payroll providers, pension providers, HMRC, identity verification providers, insurers, 
professional advisers, IT providers, compliance platforms, auditors, regulators, and other service providers. 

27.2 Where sharing is based on consent, consent must be clear, specific, informed, and freely given. Data subjects 
may withdraw consent at any time without affecting the lawfulness of processing carried out before withdrawal. 

27.3 The Company shall ensure that appropriate data protection standards and written agreements are in place 
where third parties process personal data on behalf of the Company. 

27.4 Data subjects will not suffer detriment for withholding or withdrawing consent where consent is the lawful basis 
for optional data sharing. 

 

28. Data Breach Notification 

28.1 All personal data breaches or suspected personal data breaches must be reported immediately to the Data 
Protection Lead or senior management. 

28.2 If a personal data breach is likely to result in a risk to the rights and freedoms of data subjects, the Company 
shall notify the Information Commissioner’s Office without undue delay and, where required, within 72 hours of 
becoming aware of the breach. 

28.3 Where a personal data breach is likely to result in a high risk to the rights and freedoms of data subjects, the 
Company shall inform affected data subjects directly and without undue delay, unless an exemption applies. 

28.4 Data breach notifications shall include, where appropriate, the categories and approximate number of data 
subjects concerned, the categories and approximate number of records concerned, contact details for further 
information, likely consequences, and measures taken or proposed to address and mitigate the breach. 
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29. Implementation of Policy 

This Policy shall be deemed effective from June 2026. No part of this Policy shall have retroactive effect and shall 
apply only to matters occurring on or after this date. 

This Policy has been approved and authorised by: 

Name: Rhys Jenkins 
Position: Group Operations Director  
Date approved: June 2026 
Review date: June 2027 
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Appendix 1 

Data Subject Access Request (DSAR) Form 

By completing this form, you are making a request under UK GDPR and the Data Protection Act 2018 for information 
held about you by Ovio Solutions that you are eligible to receive. 

Full name:  
Telephone number:  
Email address:  
Address:  

 

Required information and relevant dates: 

Please describe the information you are requesting, including any relevant dates, names, systems, email 
addresses, clients, agencies or subject matter where known. 
Example: Emails between “A” and “B” from “x date” to “x date”. 

By signing below, you confirm that you are the individual named above or are otherwise lawfully entitled to make this 
request. The Company may need to contact you for further information or proof of identity before responding. 

Please return this form to the Company’s designated data protection contact point. Please allow one month for a 
response, subject to any permitted extension for complex or numerous requests. 

Signature:  
Date:  

 

For Office Use Only 

Date DSAR received:  
Identity verified:  
Date DSAR responded to:  

 


